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TeX H infotecs

Next-Generation Firewall QeCT

(NGFW)

Gartner

O6bwenpuMHATO M3 cyuTaTb YCTpPOMCTBA, peanusywwme
TexHonoruw stateful packet inspection (SPI) ceTeBoro
Tpaduka. M3 pasrpaHuymBaeT AOCTYN Ha OCHOBe

5 napameTpoB: agpeca OTnNpaBuTenAa WU nonay4vartensa, nopThl
oTnpaBuTenAa W nosaydatenAa, npoTtokon L4.

M3 cnepytwero nokoneHus (NGFW) B AonosHeHuu

K OobwenpuHATOMY pa3rpaHUMYeHu AOCTyna npepocTaBnseT
BO3MOXHOCTM MO BbIABMIEHUI U BJOKUPOBKE COBPEMEHHbLIX Yrpo3,
TakuUx Kak: BpeAoHOocHoe [0, aTaku YPOBHA MPUIOXKEHUN .
CornacHo onpepgeneHuiw Gartner NGFW JonxeH COCTOATb MU3:

O

O
O
O

CTaHgapTHbin M3 SPI

BcTpoeHHaAa cucTtema npepgoTBpalweHna aTtak IPS
CucTtema KOHTPONA MPUNOXEHUN

Extrafirewall intelligence



NGFW ¢ nepBoro B3rnapa
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OCHOBHble MoAy/sin 6e30MacHOCTU

O

Application Control

AyTeHTuUdMKauma
nojsib3oBaTtenen

®

IDS/IPS

b ,g
OunbTpauma no URL

WHcnekTupoBaHue TLS

TEXH@ infotecs
Q(DeCT

00

VPN

4

AHTUBUpPYC

AHTUCNaM



lin3bl 6e30nacHocTU ViPNet TeXHOPecT
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MoTpe6HOCTb B “XHepecr

npon3BoANTEJIbHOCTHU

L2 switching 75 26000 . NGFW+SSL
L3 routing 200 sl Workload Comparison .
Inspection
L2-4 packet 1.000 15000
classification :

Stateful firewall 2,000 10000 TPE6y|'0T B 1@
OpenFlow Switch 3,000 5000 pa3 60.” blle

IDS/IPS 5,000 BbIYUCIUTEJIbHOW
Lawful intercept / 6.500 o
DPI ’ MOWHOCTH
Nno CpaBHEHWK

NG stateful firewall 8,500
IP Sec/SSL 12,000
C 0Obl4HBIM M3.

NGFW+ SSL 20,500

Intelligence




YTO TakKoe ceccusd

L3-L4 ceccua - TCP/UDP -
40 6aUT AnA aHanu3a

Flow Definition Fields

Ingress Interface

Ethernet Source MAC Address
Ethernet Destination MAC Address
Ethertype
VLANID
Source IP Address
Destination IP Address
IP Protocol
TCP/UDP Source Port
TCP/UDP Destination Port
ICMP Type/Code

TEXH@ infotecs
!(DeCT

L7 ceccua - npunoxeHue -
L4+L6+4L7 = 40 + 1500 6aunt

APPLICATION
GET /generate_204 HTTP/1.1; User-Agent: Mozilla/5.0
Accept Encoding: gzip, deflate;
Accept-Charset: ISO-8859-1, utf-8

src port: 1286,; dst pdrt: 80 seqnum: 1;
next seq num: 816; header length: 20 bytes
NETWORK

ip src: 10.0.0.10; ip dst: 64.233.161.100
protocol: TCP; version: 4;

DATA LINK

eth src: 00:19:b9:a3:42:44
eth dst: 00:15:58:7d:76:ed
e s 7 4 S

Network Flow Processor

NFP-3200




Kak WhatsApp ycTaHaBnuBaeT X pecT

ceccu

Destination Protocol Length
1 0.000000 . - - Binding
2 0.000000 STUN Binding Request
3 0.954681 STUN Binding Request
ﬂ'nﬂ yCTaHOBneHMﬂ 4 0.954681 STUN Binding Request
5 1.557299 STUN Binding Request
coeanHeHna WhatsApp 6 1.557299 STUN Binding Request
7 2.234766 STUN Binding Request
McnoanyeT npOK0ﬂ 8 2.234766 STUN Binding Request
TVHHeNnDpOBaAHUS{A STUN 2.596225 STUN Binding Request
y p 2.596225 STUN Binding Request
N HYXHO 3axBaTuTb 13 2.602773 STUN Binding Success Response
65 2.602773 STUN Binding Success Response
nakeToB, 4YTOObI 2.610574 UDP 57492 - 40691 Len=47
2.610574 UDP 57492 - 40691 Len=47
rlpaBl/lano Onpe,ﬂeﬂMTb 2.624611 STUN Binding Request
|'|pMj'|0)|(eHV|e o 2.624611 STUN Binding Request
2.627427 STUN Binding Success Response
2.627427 STUN Binding Success Response
Facebook 2.630845 UDP 57492 - 40691 Len=949
20 2.630845 ubp 57492 - 40691 Len=949
WhatsApp/Messenger, 51 2 630914 UDP 57492 -

Google Hangout/Duo/Meet

Frame 1: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface ©
TOoXe ucnonb3ywT STUN. Ethernet II, Src: i i

Internet Protocol Version 4, Src: = =

User Datagram Protocol, Src Port: 40691, Dst Port: 57492

Session Traversal Utilities for NAT

10
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YTO B/AMAEeT Ha I'IpOVIBBO.D,VITe.HbHOCTbe pect

Elephant flows

E=
@)
0
-
v

Pacnpepnenenue Harpyskn mexgy CPU

Connection per second

KonnyecTBo NonuMTUK U/nnu npasun
Kon-Bo ogHOBpeMeEHHO 06CnyXnBaemMblx ceCccum

Tun Tpadmka (HTTP unu EMIX)

v

- \. CkopocTtb
5= nlunu nponyckHas > A
v/ - y (pacwudpposka SSL, IPS, DPI, AHTnBmpyc u T.4.)
CNOCOOHOCTb

HocTtynHocTb cBO6OAHbIX pecypcos: CPU, RAM

11
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Y BCcex CBOU MeTOAUKMW CXHOpecT

1 Throughput measured with 1500B User
Cisco Datagram Protocol (UDP) traffic
measured under ideal test conditions

* Firewall throughput is measured with
Palo Alto App-ID and logging enabled, utilizing
64 KB HTTP/appmix transactions

RFC 3511, 2544, 2647, 1242 (Lab),

Check Point Firewall 1518B UDP (Gbps)

13


https://www.checkpoint.com/downloads/products/26000-security-gateway-datasheet.pdf
https://www.paloaltonetworks.com/apps/pan/public/downloadResource?pagePath=/content/pan/en_US/resources/datasheets/pa-5400-series
https://www.cisco.com/c/en/us/products/collateral/security/firepower-4100-series/datasheet-c78-742474.html

TEXHE) infotecs
YTOo Takoe «upeanbHble YCNOBUA» | CB&ct

MponsBoanTeNnbHOCTb TeM Bbille, 4YeM Jsierye 3agada

UDP npoue, 4em TCP: HYyXHO OTC/ieXuMBaTb MakcuMasbHOe KOMMYeCTBO COEAUHEHUN:

MEeHblWe COCTOAHUNM &
®* OTKPbITb MHOIo CcoeAUHEHUU

Camblii 60NbWON BO3MOXHbIA pa3mep nakeTa ° nepepasaTb Majo WK COBCEM

(0o6bl4HO Jumbo frames): He nepefaBaTb AaHHbIX

* MeHblle COegMHEeHUW AN nepepavn Toro xe * He 3aKkpbiBaiTe coeAguHEeHUs
obbema AaHHbIX

* MeHblle 3aroJIoBKOB MNaKeToB MakcuManbHOe KONWYECTBO HOBbIX COEAUHEHUN
ana pasbopa B CeKyHAay:

* WCNONb3YyAWTE MHOIFO OYeHb MaJIeHbKMUX
coeIMHEeHUN

* nepepaBaTb Majo WU COBCEM He
nepefaBaTb AaHHbIX

* 3aKpblBalTe COEAMHEHUA KaK MOXHO
boicTpee

14
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[loyemMy HMKTO He TecTupyeTt *OecT

BCe BapWaHTHI

Cnmwkom gonro U goporo -
3a 3TO 6byayT nnaTuTb
nokKkynaTtenu

Ecnn B npopgykTe 26 ¢PyHKUMIA, TO OLEHKA
B/IMAHNA KaXAoOW Ha NPOU3BOOUTENIbHOCTb
nNpuMBOAUT K 67 MNH YHUKAJIbHbIX TeCTOB
(c) Cisco

HyXHO 6blTb 2KCNepToM, 4TO6bl MOHUMATb
pe3ynbTaTbl BCEX 3TUX TeCTOB

MokynaTenl HYXHO M3yYuTb BCe pe3ynbTaTbl U
cobpaTb M3 HMUX KOMOMHALUMK CBOUX, 4YTOOLI
MOTOM €ee MNpOTecTUpoBaTb WM MOHATb 4YTO byaeT
y nokynaTtens

15
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UDP cambiii NpocToil TecT pect

20,500

20,000
20,000
158,500

19,000

18,500 18,160 Palo Alto Networks
18,000 por. PA-5220 PAN-0OS 8.1.6-h2

17,500
17,000
16,500
16,000
64 Byte 128 Byte 256 Byte 512 Byte 1024 Byte 1280 Byte 1514 Byte
Packets Packets Packets Packets Packets Packets Packets
Mbps 17,610 18,160 18,610 18,810 20,000 20,000 20,000
Latency (us) 12 13 13 14 17 23 24

Figure 8 — Raw Packet Processing Performance (UDP Traffic)

16
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UDP cambih NpOCTOU TecCT *OecT

18,000
16,000
14,000
12,000
10,000
8,000
6,000
4,000
2,000

0

Mbps

Latency (us)

64 Byte
Packets
841

35

1,541

1280 Byte
Packets
14,120

Check Point Software
Technologies 6500
Security Gateway R80.20

1514 Byte
Packets

16,120

17
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PasHble MpUIOKEHUA - pa3Has “XHepecr

CKOpOCTb

Palo Alto Networks
PA-5220 PAN-0S 8.1.6-h2

18



TEXH@ifiecs
Mpodunb Tpaduka BAMAET pect

Ha NMpon3BoAUTEJIbHOCTb ApPpaMaTU4HECKH

Changing the traffic profile from HTTP to an Enterprise Mix and running it through
the IPS engine: HTTP Enterprise

| R

IPS Throughput ' (HTTP / Enterprise Mix)

/ "
[4 O
v ~ uath
1
DU Wil

- HTTP 44%, Bittorrent 22%, IMAP v4 16%,
FTP 9%, SMTP 9%

This is Cisco’s generic Multiprotocol test and is
very similar to all the Internet multiprotocol
standards.




Naxe HTTP Yy BCéX p33Hb|[/'| TeXH(bﬁeteET

HTTP - xopowui 6a30Bbid ypoBeHb AnA tecTtoB “real world”

1024B HTTP Test (256KB Object)

This number is to compare with other vendors at a 256KB object size JIt uses a larger and commonly tested packet

size for every simulated session. Wi e average frame size is around 1024 bytes. This
represents typical production conditions for most firewall deployments.

Note: Results were measured on PAN-0S 11.0.

* Firewall throughput is measured with App-ID and logging enabled, utilizing6z-*B-H¥+Pfappmixyansactions.

Typical blend of HTTP, SMTP, HTTPS, DNS, FTP
and other protocols derived from research HTTP only
conducted over hundreds of customer environments

Realistic blend Page loads only




w TEXH@) intotecs
JlaHHble Ha cauTax BepHbie! “XHepecT

Ho nmony4deHbl MO pa3HbLIM MEeTOAUKAM

PeaynbTaTbl NonyyeHb§HA OCHOBaHUK MeToauKKn AQ «MHboTeKC»PeayneTaThl nonyyeHbl Ang penunia 5.6.0.»

CKopocTe Nepegayv gaHHbIX M3MepeHa rno cobCcTREHHOW METOOMKE | KOTOPAaR MOXeT OkbITe NPeaoCcTaBNEHA NO 3anpocy.

TpebyiiTe nNpefoCTaBUTb METOAUKM
U3MepeHUi.. eCIn eCTb FOTOBHOCTb
B HUX pa3bupatbca, nnbo..

21



TEXHE isiecs
Kak Mbl TecTupyem? Ydect

MeToankn UHPoTeKC ocHoBaHbl Ha MNYOANYHBIX

RFC-2544, RFC 9411

(Benchmarking Methodology for Network
Security Device Performance)

MeToankm NSS Labs - NextGeneration Firewall
(NGFW)

22



Yem mMbl TecTUpyem TeXHepeeT

Cuctema TecCcTUpOBaHUA PeweHne PerfectStorm ONE komnaHuu
NpoOn3BOAUTEJIbHOCTHU, Ixia npeactaBnseT cobor KOMMAKTHbIN
¢yHKUMOHaNa U COBMECTUMOCTMU NporpaMMHO-annapaTHbii komnaekc (MAK),
ceTeh U ceTeBbIX MPUSIOXEHUN. npegHa3Ha4YeHHbIn ANA TeCTUpPOBAHUA
KomnakTHoe 2-csnoToBO€e lWaccu cucTem ceTeBoil 6e30MacHOCTU U [pYyrux
Ixia XM2. ceTeBblX CpeACTB peasiMCTUYHLIM TpaduKom

aTakK, MPUNOXEHUA U CEepBUCOB
Ha ypoBHAX 4-7 mogenun OSI.

23



TEXHE) infotecs
YcnoBua TecTUPOBaHUA “XHepecr

MpoTokon/MpunoxeHune MopT Jona Throughput, %

HTTPS TCP/443 32,26
SMB/CIFS (MS DS) TCP/445 30,48
HTTP TCP/80 5,37
Citrix TCP/1494 6,94

RDP TCP/3389 1,4

DNS UDP/53 9,3

SNMP UDP/161 1

Syslog UDP/514 6,89

MS SQL TCP/1433 9,7
MmnuTauma VNC TCP/8080 5,66

24
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